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APPLIED SECURITY VISUALIZATION
 
“Collecting log data is one thing, having relevant information is something else. The art to transform all
kinds of log data into meaningful security information is the core of this book. Raffy illustrates in a straight
forward way, and with hands-on examples, how such a challenge can be mastered. Let's get inspired.”
–Andreas Wuchner, Head of Global IT Security, Novartis
 
Use Visualization to Secure Your Network Against the Toughest, Best-Hidden Threats
 
As networks become ever more complex, securing them becomes more and more difficult. The solution is
visualization. Using today’s state-of-the-art data visualization techniques, you can gain a far deeper
understanding of what’s happening on your network right now. You can uncover hidden patterns of data,
identify emerging vulnerabilities and attacks, and respond decisively with countermeasures that are far more
likely to succeed than conventional methods.
 
In Applied Security Visualization, leading network security visualization expert Raffael Marty introduces all
the concepts, techniques, and tools you need to use visualization on your network. You’ll learn how to
identify and utilize the right data sources, then transform your data into visuals that reveal what you really
need to know. Next, Marty shows how to use visualization to perform broad network security analyses,
assess specific threats, and even improve business compliance.
 
He concludes with an introduction to a broad set of visualization tools. The book’s CD also includes
DAVIX, a compilation of freely available tools for security visualization.
 
You'll learn how to:
• Intimately understand the data sources that are essential for effective visualization
• Choose the most appropriate graphs and techniques for your IT data
• Transform complex data into crystal-clear visual representations
• Iterate your graphs to deliver even better insight for taking action
• Assess threats to your network perimeter, as well as threats imposed by insiders
• Use visualization to manage risks and compliance mandates more successfully
• Visually audit both the technical and organizational aspects of information and network security
• Compare and master today’s most useful tools for security visualization
 
Contains the live CD Data Analysis and Visualization Linux (DAVIX). DAVIX is a compilation of powerful
tools for visualizing networks and assessing their security. DAVIX runs directly from the CD-ROM, without
installation.
 
Raffael Marty is chief security strategist and senior product manager for Splunk, the leading provider of
large-scale, high-speed indexing and search technology for IT infrastructures. As customer advocate and
guardian, he focuses on using his skills in data visualization, log management, intrusion detection, and
compliance. An active participant on industry standards committees such as CEE (Common Event
Expression) and OVAL (Open Vulnerability and Assessment Language), Marty created the Thor and



AfterGlow automation tools, and founded the security visualization portal secviz.org. Before joining Splunk,
he managed the solutions team at ArcSight, served as IT security consultant for PriceWaterhouseCoopers,
and was a member of the IBM Research Global Security Analysis Lab.
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From reader reviews:

Frances Small:

Have you spare time for a day? What do you do when you have a lot more or little spare time? Yes, you can
choose the suitable activity with regard to spend your time. Any person spent all their spare time to take a
move, shopping, or went to typically the Mall. How about open or perhaps read a book eligible Applied
Security Visualization? Maybe it is to be best activity for you. You realize beside you can spend your time
along with your favorite's book, you can better than before. Do you agree with it is opinion or you have
different opinion?

Lisa Vazquez:

A lot of people always spent all their free time to vacation or perhaps go to the outside with them family or
their friend. Did you know? Many a lot of people spent that they free time just watching TV, or perhaps
playing video games all day long. If you wish to try to find a new activity that is look different you can read
some sort of book. It is really fun for you. If you enjoy the book you read you can spent the entire day to
reading a e-book. The book Applied Security Visualization it is quite good to read. There are a lot of
individuals who recommended this book. These were enjoying reading this book. Should you did not have
enough space to deliver this book you can buy often the e-book. You can m0ore quickly to read this book
from the smart phone. The price is not too costly but this book possesses high quality.

Bryan Lopez:

This Applied Security Visualization is great guide for you because the content which can be full of
information for you who all always deal with world and still have to make decision every minute. That book
reveal it data accurately using great organize word or we can say no rambling sentences in it. So if you are
read the idea hurriedly you can have whole data in it. Doesn't mean it only offers you straight forward
sentences but difficult core information with attractive delivering sentences. Having Applied Security
Visualization in your hand like having the world in your arm, data in it is not ridiculous one. We can say that
no guide that offer you world with ten or fifteen moment right but this reserve already do that. So , it is good
reading book. Hey there Mr. and Mrs. occupied do you still doubt in which?

Tommy Worm:

Don't be worry in case you are afraid that this book may filled the space in your house, you can have it in e-
book method, more simple and reachable. That Applied Security Visualization can give you a lot of close
friends because by you looking at this one book you have factor that they don't and make anyone more like
an interesting person. This specific book can be one of one step for you to get success. This publication offer
you information that might be your friend doesn't understand, by knowing more than various other make you
to be great persons. So , why hesitate? Let me have Applied Security Visualization.
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